ABSTRACT Introduction This study assessed the perceptions and behaviors of US adults about the security of their protected health information (PHI). Methods The first cycle of the fourth wave of the Health Information National Trends Survey was analyzed to assess respondents' concerns about PHI breaches. Multivariate logistic regression was used to assess the effect of such concerns on disclosure of sensitive medical information to a healthcare professional ( p<0.05).
INTRODUCTION
Breaches in the security of protected health information (PHI) have a significant impact on patients and healthcare organizations. It has been estimated that lost or stolen PHI may cost the US healthcare industry up to US$7 billion annually. 1 In addition, patients whose PHI is breached may be susceptible to having their confidential health records disclosed and may also suffer from financial or medical identity theft. 2 Theft of patients' health credentials to obtain medical treatment, services or goods (ie, medical identity theft) may have long-term economic and health consequences on patients, since these false changes made to their medical files and histories can remain undiscovered for years. 2 3 Victims of medical identity theft may receive inappropriate medical treatment (including potentially harmful medication), exhaust their health insurance benefits, or fail pre-employment medical screening examinations because of the presence of bogus health conditions in their health records.
Relatively new technologies that may be difficult to secure (eg, mobile devices, file-sharing applications, and cloud-based services) and the growing reliance on them may further increase the vulnerability of patients' PHI to malicious intrusions. 1 A potentially bigger problem is that these technologies make it possible to lose/steal an unlimited number of records rather than the number that can be carried by hand.
Besides the aforementioned inappropriate disclosures of PHI, authorized disclosures of health data exist, which patients may be unaware of at some points during care, and, when they find out about these disclosures, may feel violate their privacy. Ready access to treatment and efficient payment for healthcare-both of which require use and disclosure of PHI-are essential to the effective operation of the healthcare system. As such, the Health Insurance Portability and Accountability Act (HIPAA) generally prohibits a covered entity from using or disclosing PHI unless authorized by patients, except where this prohibition would result in unnecessary interference with access to quality healthcare or with certain other important public benefits or national priorities. [4] [5] [6] Despite these developments, very little is known about patients' perceptions about the security of their PHI and the effect of such perceptions on patient-healthcare provider interactions with regard to disclosure of sensitive health information. To fill this gap in our knowledge, this study analyzed data from the first cycle of the fourth wave of the Health Information National Trends Survey (HINTS 4) to assess patients' concerns and behaviors about security and privacy of their PHI.
METHODS

Data source/sampling
The HINTS is a biennial, nationally representative survey of non-institutionalized US adults aged ≥18 years that collects information on the American public's need for, access to, and use of health-related information and health-related behaviors, perceptions, and knowledge.
7-9 HINTS 4 is the most recent wave of the survey and included four mail-mode data-collection cycles over the course of 3 years. The first of these cycles was administered to 3959 respondents (overall response rate=36.7%) during October 2011 to February 2012.
Measures
Perception about presence of safeguards to protect patients' medical records Confidence about the presence of safeguards to protect patients' medical records was defined as a response of 'very confident' or 'somewhat confident' (vs 'not confident') to the question: 'How confident are you that safeguards are in place to protect your medical records from being seen by people who aren't permitted to see them?' Perception about security and privacy of electronically transferred or faxed health information Concerns about the security and privacy of electronically transferred or faxed medical information were assessed separately and were defined as a report by a respondent that they were 'very concerned' or 'somewhat concerned' (vs 'not concerned') that an unauthorized person would see their medical information if sent electronically or by fax from one healthcare provider to another.
Perceived control over collection, use, and sharing of personal medical information Perception of control over the collection and use of personal medical information was defined as a response of 'very confident' or 'somewhat confident' (vs 'not confident') to the question: 'How confident are you that you have some say in who is allowed to collect, use, and share your medical information?'
Withholding of health information because of concerns over security and privacy of health information
Information withholding by patients because of concerns over security and privacy of health information was defined as a 'yes' response to the question: 'Have you ever kept information from your healthcare provider because you were concerned about the privacy or security of your medical record?'
Sociodemographic characteristics
Sociodemographic characteristics assessed included: gender (male or female); self-reported general health condition (poor/ fair or excellent/very good/good); age (≤24; 25-44; 45-64 or ≥65 years); place of birth (foreign-born or US-born); education (<high school; high school diploma; some college; or ≥college degree); race/ethnicity (Hispanic; white; black; other, or unknown); marital status (married/living with partner; widowed/divorced/separated; or single). Considering that smoking status could be a good proxy for sensitivities about disclosure of PHI, we also recorded participants' smoking status. Current smokers were respondents who reported smoking ≥100 cigarettes during their lifetime and, at the time of interview, reported smoking every day or some days. Former smokers were respondents who reported smoking ≥100 cigarettes during their lifetimes but currently did not smoke.
Data analysis
All data were weighted to yield nationally representative estimates by using final sample weights and a set of jackknife replicate weights from the HINTS database. The proportion of respondents who reported concerns about the safety of their PHI was assessed overall and by sociodemographic characteristics. Within-group comparisons were made using χ 2 statistics ( p<0.05).
Logistic regression was used to assess the effect of patient perceptions about the security and privacy of PHI on their withholding of medical information from a healthcare provider. The final multivariate logistic regression model included all variables that were significant on bivariate analysis at p<0.2, including gender, general health condition, age, birthplace, current smoking status, education, race/ethnicity and marital status. All analyses were performed with Stata V.11.
RESULTS
Patient concerns about security and privacy of health information
Overall, 75.4% (95% CI 73.4% to 77.5%) of respondents were confident that some safeguards were in place to protect their PHI from being accessed by unauthorized persons. However, most respondents were concerned about a breach in the security and privacy of their PHI while being transferred between health professionals by fax (67.0%; 95% CI 64.2% to 69.8%) or electronically (64.5%; 95% CI 61.7% to 67.3%). About two-thirds of respondents (75.4%; 95% CI 73.1% to 77.7%) were confident that they had a say in the collection, use and sharing of their medical information (table 1) .
Concerns over security and privacy of PHI as a predictor of non-disclosure of medical information Overall, 12.3% (95% CI 10.8% to 13.8%) of all respondents reported ever withholding information from a healthcare professional out of concern for the security and privacy of their medical records (table 1) . After adjustment for all other factors, concerns about a breach in the security of PHI while being faxed (adjusted OR (aOR)=4.29; 95% CI 2.27 to 8.14) or electronically transferred (aOR=2.16; 95% CI 1.13 to 4.14), as well as the perception of a respondent that they had very little say in how their PHI was used (aOR=1.42; 95% CI 1.03 to 1.96), were all associated with significantly higher odds of withholding medical information from a healthcare professional.
In addition, never smokers had significantly lower odds of withholding information compared with current smokers (aOR=0.53; 95% CI 0.32 to 0.86). However, there was no significant difference between former and current smokers (p=0.552) (table 2). No significant differences in withholding medical information because of concerns over security or privacy of medical records were found by gender, general health condition, age, birthplace, education level, race/ethnicity or marital status (table 2) .
DISCUSSION
This study showed that about two-thirds of US adults were concerned about a breach in the security of their PHI during transfer between healthcare professionals by fax or electronically. In addition, 12.3% of US adults reported that they had withheld information from a healthcare professional during 2011-2012, which was similar to the proportion that had engaged in similar privacy protective behaviors in 2005 (13%) and 1999 (15%). 10 11 This unabated trend may be due to fact that PHI security breaches have become increasingly more prevalent in recent times in the USA. 1 2 This study showed that concerns over the safety of PHI was associated with higher likelihood of withholding medical information from a healthcare professional, thus underscoring the need for enhanced and sustained measures to ensure the confidentiality, integrity, and availability of PHI. 12 13 This is particularly important considering the sensitivity of certain information such as sexually transmitted diseases, mental health, and drug misuse issues.
The fact that never smokers had significantly lower odds of withholding information from a healthcare provider compared with current smokers may be associated with non-disclosure of smoking behavior among patients who smoke, possibly because of a perception of the social undesirability of smoking or for fear of health insurance penalties. 14 15 Notifiable disease reporting at the local level protects the public's health by ensuring the proper identification and follow-up of cases for the prevention and control of the disease. 5 While healthcare professionals are not required to obtain consent from patients before reporting cases of notifiable diseases to public health authorities, it may be considerate (if possible and appropriate) for healthcare providers to inform such patients that their test results or medical condition will be reported to the health department. This courtesy might prevent such patients from being unnecessarily alarmed or shocked when the health department contacts them later to follow up. In addition, this may help foster trust and confidence between patients and their healthcare providers.
Patients' withholding medical information from healthcare professionals may not only impact negatively on the patient directly, but could also potentially compromise the health of others and the quality of healthcare surveillance systems. The consequences to the individual patient may range from relatively minor ones (such as missed opportunities for tobacco cessation counseling or treatment because of non-disclosure of smoking status) to more serious medical consequences (such as potential compromise in the timeliness, quality, and appropriateness of medical care). Patients with infectious, notifiable conditions who withhold all or part of necessary medical information (including relevant travel or social history) may inadvertently put the lives of others at increased risk. Furthermore, non-disclosure, underinformation or misinformation may jeopardize the data quality of healthcare surveillance systems. This is of significant public health concern, since such surveillance systems depend on accurate data to monitor existing and emerging trends in health outcomes and provide the basis for policy and population-based interventions. 16 This study has implications for patients, the healthcare industry, and policy makers. Healthcare consumers and their advocates should gain a deeper understanding of privacy rules and take action to protect their own information by only selecting providers or health insurers that actively support privacy rights or by demanding higher levels of information privacy protection from health industry stakeholders. 10 The findings also underscore the need for healthcare organizations to comply with HIPAA standards for administrative, physical, and technical safeguards to protect patients' PHI. 6 17 In addition, annual privacy and security risk assessments may help healthcare organizations to understand what practices may be putting patients' PHI at risk, particularly as employee-related mistakes or unintentional actions have been shown to be the leading cause of medical data breaches. 1 Finally, enhanced and sustained efforts by policy makers to address privacy issues by broadening the scope of federal protection and more vigorously enforcing current federal laws may help to protect patients' PHI.
This study has some limitations. First, all information was self-reported, which may have resulted in recall bias for some measures. Second, questionnaires were administered only in English and Spanish, which may have resulted in non-response among persons who speak neither of those languages. In addition, considering the relatively low overall response rate (36.7%), there is a possibility of selection bias if there were systematic differences between the respondents and the nonrespondents. However, the magnitude of this bias was reduced by using weighting adjustments for unit non-response. 7 Finally, the cross-sectional nature of the study does not permit causal inferences. Nonetheless, this study underscores the need for enhanced measures to protect patients' records from inadvertent disclosure.
CONCLUSION
This study shows that most US adults are concerned about the security and privacy of their PHI, and such concerns are associated with an increased likelihood of non-disclosure of sensitive information to a healthcare professional. This underscores the need for intensified efforts to ensure the confidentiality, integrity, and availability of patients' PHI in order to foster trustful patient-physician interactions.
